Abstract-In network overlays, virtual links among remote processes are usually established to circumvent the limitations of underlying protocols. The resulting dynamics have been recently studied, based on a novel random graph model that assumes that no link failure can occur. In that model, the case of faulty links has been only marginally stated to stimulate future research activities. Unfortunately, network overlays are very prone to faulty links, which are caused by any possible reasons, that force a node to loose its connectivity. To bridge this gap, this brief deepens the implications of faulty links in diameter-constrained overlays and demonstrates the following: 1) the resulting system has a unique globally stable equilibrium point; 2) the number of links composing the network is upper bounded in closed form; and 3) the speed of convergence to the equilibrium point is upper bounded in closed form, too. These outcomes grant for a stable regime and serve for estimating the overhead incurred by network nodes and sizing them adequately. Finally, to characterize the application bounds of the model, a stochastic analysis of its accuracy has been proposed, along with an extensive simulation campaign that encompasses a wide range of scenarios.
on the constraints of supported applications. The latter allows nodes progressively discover peers and set up a suboptimal (yet efficient) mesh topology [3] .
Herein, the attention is focused on diameter-constrained overlays, supporting delay-sensitive applications (e.g., P2P TV [4] and mission-critical M2M systems [5] ). In these applications, any message received after the expiration of a time deadline is discarded. Therefore, it is important to upper bound the distance (expressed as the number of links composing the path between any couple of nodes) and its maximum value (i.e., the diameter). Hence, in diameter-constrained overlays, the diameter is bounded to a predefined threshold D in order to lower end-to-end communication latencies [1] .
The problem of building diameter-constrained topologies has been thoroughly afforded in [6] with reference to structured overlays, built upon distributed hash tables. Recently, the first contribution that describes the dynamics of an unstructured overlay, subject to a constraint on the maximum diameter D, has been formulated in [7] . This model is grounded on random graph theory [8] [9] [10] [11] [12] [13] and assumes ideal conditions (i.e., perfectly reliable and stable links). The case of unreliable links is only marginally addressed in [7] to stimulate future research on the topic. Unfortunately, real overlays are prone to faulty links because any deliberate or unfortunate loss of connectivity would result in a link that disappears from the logical network [2] . To lift this restraint, an enhanced formulation is proposed here, which extends the findings in [7] to characterize the equilibrium and dynamics [14] of unstructured overlays with faulty links.
In particular, the approach proposed here considers a discrete-time process of arrivals, each one associated to a couple of vertices that wish to communicate. Accordingly, a general topology formation mechanism M is formulated, expressing the rules that drive the addition of new edges, obeying to the constraint on the maximum diameter D. In addition, a probabilistic node fault model is introduced, which randomly removes a fraction of links λ between any couple of arrivals. Then, an approximated state-space discrete-time model is proposed, which describes the evolution of the average network degree subject to M , D, λ, and the total number of nodes N .
The resulting model has been theoretically analyzed to demonstrate the following.
• A unique globally stable equilibrium point exists.
• The speed of convergence to the equilibrium point is upper bounded and can be expressed in closed form as a function of λ and N .
• The amplitude of the trajectory starting from zero link in the network can be upper bounded as a function of λ and N , too.
These features ensure a stable operating regime of the network and serve for properly estimating the overhead incurred by network nodes and sizing them adequately. Finally, a stochastic analysis of the application bounds of the model has been formulated, too, along with an extensive simulation campaign that encompasses a wide range of scenarios. The validation clearly shows the following: 1) the model is able to predict the system trajectory for small values of λ, and 2) the upper bound on the number of links is violated in less than 3.2% of time instants in the worst case. The former result means that the model is valid as long as the frequency of link faults is sufficiently smaller than the setup frequency of new data sessions, which is generally satisfied as condition in realistic scenarios. The latter means that, albeit the model is only valid for small values of λ, the derived upper bounds are robust enough to allow a proper sizing of overlay nodes for any λ.
The rest of this brief is organized as follows. The model and its properties are presented in Section II. Its applicability bounds are theoretically discussed in Section III. Then, the model is validated in Section IV against computer simulations. Section V closes this brief and draws future research.
II. MODEL
Mainly following the notation in [7] , the target scenario considered in this brief consists of a graph of N vertices, with n q being the qth vertix (q ∈ [1, N] ). Furthermore, an ordered sequence of equiprobable 1 pairs of vertices is considered, among which a path composed of no more than D edges has to be established. The tth couple in the ordered sequence of pairs of vertices is described by (n i t , n j t ). For the sake of simplicity, the variable t will be referred to as time from now on. Knowing the tth pair, a new edge is established in the graph if and only if the two vertices n i t and n j t are not reciprocally reachable in less than D edges. To this end, P t−1 is defined as the probability that a pair of vertices at time t will not be reciprocally reachable using a path shorter than D + 1 edges. Since we are assuming homogeneous conditions, P t−1 is the same for all the possible pairs (n i t , n j t ). In other terms, P t expresses the expected number of links that will be added at time t + 1. In addition, to account for faulty links, the probability λ (Table I presents the notation for this brief) is introduced to express the probability that a link is lost between two time instants (i.e., λ is the average fraction of links that will get lost, for any reason, during the establishment of two consecutive data sessions). It is worth noting that, based on these assumptions, at any time instant, any node pair can trigger the creation of a data session with the same probability. As such, subsequent results will remain valid for any sequence of node pairs.
TABLE I NOTATION
Based on these hypotheses, the dynamics of the number of links in the overlay can be expressed as follows:
which, considering that the average degree [15] (i.e., the number of edges per vertex) is k t = (2 · l t )/N , can be also expressed as
In [7] , it has been demonstrated that, for a sufficiently large N , P t can be expressed as
so that the dynamic model (1) or, equivalently, (2) is completely defined in state space.
To shed some light on the graph dynamics described so far, Fig. 1 shows some selected snapshots from the evolution of an overlay with N = 100 nodes, link fault probability λ = 0.01, and maximum diameter D = 5.
Theorem 1: For 0 < λ < 1 and a sufficiently large N , the system (2) has a unique globally asymptotically stable equilibrium point. Proof: To demonstrate the uniqueness 3 of the equilibrium point, it is just needed to set k t+1 = k t = k ∞ in (2). Doing so, the following equality is obtained:
This equation has one and only one solution because the leftmost member starts from zero (for k ∞ = 0) and then monotonically grows with k ∞ , whereas the rightmost member starts from one (for k ∞ = 1) and then monotonically decreases to zero with k ∞ . The unique intersection between the two functions represents the unique equilibrium point of system (2) . To demonstrate the asymptotical stability of the equilibrium point, the definition of asymptotical stability will be used. Accordingly, in t = t 0 , a perturbation Δ 0 is applied to the equilibrium point k ∞ , and the resulting trajectory is observed. At the next time step t 0 + 1, the state of the system (2) moves to
where Δ 1 represents the shift from the equilibrium after one time step from the perturbation and
By replacing (4) in (5), the following expression can be obtained:
where
.
so that, for a sufficiently large N , Δ 1 > 0. Therefore, the following inequalities can be written:
Conversely, if the perturbation is negative, i.e.,
, for a sufficiently large N , (6) gives Δ 1 < 0. Summarizing, the following inequalities hold:
Now, putting (7) and (6) together yields
The same approach can be used to derive the next status of the system k 0 + Δ 2 , which will result as
This result can be also extended to future states, so that the system will converge again to k ∞ , and in general, the maximum displacement from the equilibrium is Δ 0 during the transient. In other words, for t ≥ t 0 , |k t − k ∞ | ≤ Δ 0 , for any perturbation Δ 0 applied to the equilibrium state, and
Theorem 1 tells us that, whatever its initial state, the system will naturally converge to one and only one equilibrium point. This condition, which is not straightforward in nonlinear systems, means that the topology formation mechanism described so far will provide a stable regime with limited perturbations across the unique equilibrium point that solves (4). Furthermore, any perturbation to the equilibrium point applied at the time instant t 0 will be damped quicker than the function (1 − λ) t−t 0 . This latter information is also useful to predict, at steady state, the dynamics of possible perturbations across the equilibrium and helps sizing the overlay.
In addition to the steady-state behavior, it is also important to study the natural trajectory of the overlay (i.e., the evolution of the overlay starting from an initial state of zero link).
Theorem 2: For any N , the trajectory of system (2) having as initial point k 0 = 0 is upper bounded as follows:
Proof: For k 0 = 0, k 1 can be derived from (2), thus obtaining k 1 = 2/N . Following the same rationale,
The equilibrium point of system (2) is upper bounded as follows:
Proof: The proof can be easily derived from Theorem 1 with t → ∞.
Remark 1: Considering Corollary 1 and that k = (2/l)/N , the number of links (l ∞ ) at steady state is no larger than 1/λ.
Remark 2:
Considering Theorem 2 and that k = (2 · l)/N , the number of links (l t ) is bounded by 1/λ for the trajectory starting with zero link at time zero.
Remark 3: Considering Theorem 2, the speed of convergence to the equilibrium point is driven by (1 − λ) t . Theorem 2 and the subsequent remarks and corollaries tell us that it is possible to upper bound the number of links in the overlay (and hence the equilibrium point) for the natural trajectory in closed form. This property is very relevant because, knowing the single parameter λ, it is possible to forecast an upper limit of the number of links, whatever N and D. In addition, in this case, this upper bound is useful to predict the average degree of the overlay (i.e., the average number of links per vertex) and size nodes adequately. Moreover, Theorem 2 confirms the findings of Theorem 1 that refer to the speed of convergence, which is driven by the function (1 − λ) t . Moreover, with reference to Remark 2, it is worth noting that the number of links cannot grow faster than one link per time slot, whatever N , so that also its upper bound is independent from N .
In any case, it is worth noting that the results of both theorems are approximated because the recursive model (1) is based on the assumption that the expected number of links at the next time step, knowing the number of links at the current step, is an accurate approximation of the actual number of links at the next time step. In addition, even if this one-step approximation is accurate, i.e., it is characterized by a small error, the recursion in (1) could magnify the overall estimation error. For this reason, in the next section, the accuracy of the model will be studied through a stochastic analysis of the standard deviation and the coefficient of variation of the key variables of the system.
III. MODEL ACCURACY
As for any model, it is important to evaluate the applicability of (2) and (1) to the study of a real overlay. To this end, the conditional random variable l t+1 |l t (i.e., l t+1 , assuming that l t is known) is introduced here as follows:
where A t and F t are independent random variables that model the number of links added and the number of links fallen during the last time step, respectively. In particular, A t is equal to one with probability P t and to zero with probability 1 − P t . On the other hand, F t can assume any value f in the range [0, l t ], with probability
Now, the expected value of l t+1 |l t can be evaluated as
It is worth noticing that (1) is equal to the average value of the conditional random variable l t+1 |l t , so that the value of l t+1 provided by (1) is an unbiased one-step estimate of the actual value l t+1 . To understand the accuracy of such an estimate, it is necessary to evaluate the variance of l t+1 |l t : σ 2 (l t+1 |l t ). Since A t and F t are independent of each other, σ 2 (l t+1 |l t ) can be computed as
Now, since A t and F t are binomial random variables, they yield σ
The coefficient CoV measures the degree of dispersion around the expected value μ; so that it is highly desirable, it is much less than one. Now, the CoV will be analyzed in different cases.
In this analysis, it will be assumed that λ ≤ 0.5, which means that a link is more likely to remain active than falling in each time step. This assumption is motivated also by Theorem 2, which would result in less than two active links at steady state for λ > 0.5. By deriving (16) with respect to λ, it is immediate to discover that the maximum value of the CoV is obtained for λ = 0.5, and it is
It is worth noting that CoV M is upper bounded by (1/l 2 t ) + (1/l t ). This means that the one-step predictor used to derive the overlay dynamics is very accurate for sufficiently large values of l t . Now, considering that, from Theorem 2, l t ≤ 1/λ, it results that increasing λ will worsen the accuracy of the model. For this reason, the proposed model can be considered valid when λ 1. Notice that this assumption does not limit the applicability of the model because the hypothesis λ 1 simply means that the average frequency at which links fall is much smaller than the average rate at which new data sessions are established, which is quite common in practice. Moreover, in the next section, it will be shown that, while the model is accurate for λ 1, the bound 1/λ on the number of links, which is derived in Theorem 2 and Remark 2, remains valid for almost all values of λ in the considered scenarios.
IV. VALIDATION
To validate the model (1) or, equivalently, (2), an ad hoc simulator has been developed in MATLAB, similarly to what is done in [7] . The analysis carried out in the previous section showed that the accuracy of the one-step prediction provided by (1) increases by decreasing λ. Herein, the accuracy of the model is evaluated over multiple time steps. In particular, an overlay composed of N nodes (with N ∈ [64, 1024]) with D ∈ [3, 6] and λ ∈ [10 −6 , 10 −1 ] has been simulated. At the end of each simulation, the dynamics of the number of links resulting from the simulator and from (1) have been compared, and the average absolute relative error is computed. Fig. 2 ). This analysis clearly shows that, as expected from the findings of the previous section, the model is valid for values of λ much less than one. In particular, the absolute relative error is below 15% for λ ≤ 10 −4 , which perceives the proposed model a very powerful tool to characterize unstructured overlays with faulty links. Notice that λ = 10 −4 means that the link failure frequency is four orders of magnitude less than the setup rate of new data sessions. In other words, assuming λ 1 does not limit the applicability of the model since, usually, link failures are very sporadic if compared with the rate at which data sessions are established.
Finally, to provide a further insight, the percentage of time instants in which the bound 1/λ of Theorem 2 is violated is registered, too (see Table III ). With reference to this last investigation, it is worth remarking that this percentage is lower than 3.2%, so that, also in those scenarios in which the absolute relative error is pretty high (i.e., λ ≥ 10 −3 ), the bound 1/λ on the number of links can be considered valid and useful to size the overlay for any λ.
V. CONCLUSION
A novel model has been proposed to characterize unstructured overlays for delay-sensitive applications. The application bounds of the model have been discussed using theoretical arguments and computer simulations. Remarkably, it has been shown that this kind of overlays converges to a unique globally stable equilibrium point having less than 1/λ links, with λ being the probability to loose a link during the establishment of two consecutive data sessions. Moreover, it has been demonstrated that the speed of convergence to the equilibrium point only depends on (1 − λ). Knowing these bounds, it becomes possible to size computing resources, e.g., memory and central processing unit, in overlay nodes in order to accommodate the overhead incurred by networking primitives. Future research will explore heterogeneous conditions to broaden the scope of the model.
